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This handbook is a practical legal document, which means that it is written in the simplest possible 
language, without unnecessary legal references, and with a generic audience in mind. It is far from our 
most comprehensive document on the subject and is not tailored to the specifics of your situation. If you 
need a more comprehensive or customised document, please contact us at support@michalsons.co.za 
and we’ll be glad to provide you with an in-depth guide or legal opinion. 

You can read more about our other electronic signature solutions on our website: 

• Workshop: ‘Practically using electronic signatures and the law’ – 
http://www.michalsons.co.za/focus-areas/electronic-signatures-and-the-law/practically-using-
electronic-signatures-and-the-law 

• Bespoke document: ‘Guide to electronic signatures’ – http://www.michalsons.co.za/focus-
areas/electronic-signatures-and-the-law/guide-to-electronic-signatures 

• Bespoke legal opinion – http://www.michalsons.co.za/legal-services/legal-opinion 
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Introduction 

Why do we sign things? 

We at Michalsons believe that people sign things because of a fundamental human need for certainty. 
Signatures help us to be certain about: 

• identity – that someone is who they claim to be; and 

• attribution – that someone’s intention is tied to something that we seek to rely on. 

We use handwritten signatures because we think that they provide this certainty. But, this is a false 
comfort. Handwritten signatures are unreliable, easy to forge, and readily disputed. Electronic signatures 
provide a lot more certainty. This handbook explains why. 

What is a signature? 

A signature is anything that identifies someone and attributes that person’s identity to a transaction. 

For example, a handwritten signature: 

• identifies someone through the mark itself (their name, initials, or a cross) and its orthography (the 
way that they make the mark with the strokes of the pen); and 

• attributes that mark to a transaction when the person makes it on the page, possibly in the 
presence of witnesses or other physical way of ensuring its reliability. 

These are not modern methods of identification or attribution. Technology has progressed and there are 
many better methods of identification and attribution in the world of electronic signatures. Testimony from 
handwriting experts is a notoriously unreliable way of upholding a signature, because the other side will 
typically appoint their own handwriting expert to dispute your evidence. Witnesses leave companies, die, 
or otherwise disappear. Modern electronic identification and authentication methods are far superior and 
have much less scope for disputes of fact. 

Common Law 

The courts have stated in past decisions that the meaning of signature is its ordinary dictionary definition. 
In other words, it is the name of the person written in their own hand as an authentication of a document 
or writing. 

The essential elements of this definition are: 

• it must be the name or mark of the person signing; 

• the person signing must have applied it themselves; and 

• the person signing must have intended it to authenticate them. 

This means that an electronic signature is a legal signature for the purposes of the common law if it fulfils 
this definition. Our lawmakers have not explicitly excluded electronic signatures from the common law of 
signatures. This means that the common law applies to electronic signatures. 

When assessing whether something constitutes a signature the courts have tended to focus on the 
intention of the parties. If the parties intended something to be their signature then it will generally be held 
to be a signature in terms of the common law. 

The courts have found that if a signature is required, it does not have to be a handwritten signature and 
an electronic signature will be sufficient, provided that the intention requirement is met. 

So, an electronic signature meets the common law definition of a ‘signature’, because: 

• the signing person’s signature contains their name (or another way of identifying them); 
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• the signing person applies it themselves by choosing to apply it to a document; and 

• the signing person intended the signature to authenticate them. 

Spring Forest Trading v Wilberry confirmed this, where the Supreme Court of Appeal held that the parties 
had validly cancelled a contract by email signature. The contract between the parties stated that any 
changes to the contract had to be in writing and signed by the parties. According to the ECT Act, a 
requirement that a document must be in writing “is met if the document or information is […] in the form of 
a data message”, and an agreement “is not without legal force and effect merely because it was 
concluded […] by means of data messages”. As emails are a form of data message, the court found that 
this satisfied the ‘in writing’ requirement of the contract. The ECT Act also defines an electronic signature 
as including “data attached to […] or logically associated with other data and which is intended by the 
user to serve as a signature”. The court found that, in the case of emails, the typed names at the end of 
the emails satisfied the ‘signed’ requirement of the contract, because the names served to authenticate 
the identities of the parties contacting one another. As both of the requirements were met, the court held 
that the emails did indeed amount to a valid change to the contract, and the contract had been cancelled. 

What is an electronic signature? 

There are four broad categories of electronic signatures: 

• generic electronic signatures are where the system checks the identity of the person signing 
through one or more methods of authentication, such as email verification, sending a one-time-PIN 
to their cellphone, or authenticating them through a third party such as an agent who confirms their 
identity face-to-face and records that confirmation electronically. They do not use cryptography. 

• digital signatures are where the system checks that a person is who they claim to be using 
cryptography, but no one special vouches for the identity of the person who claims to own the public 
key. They typically use similar means of authentication to generic electronic signatures. 

• digital certificates are an electronic means of uniquely identifying a person. It is similar to an 
identity document or passport, but comes in a digital format, an electronic ‘fingerprint’ of sorts. The 
certificate contains details such as a name, serial number, expiration date and who issued the 
certificate. Since it is issued by an authorised and trusted certificate authority, it provides greater 
assurance that people are who they say they are. It can also be validated (long term) through 
computers, systems, browsers and applications that maintain lists of trusted certificate authorities 
and checked for authenticity. The certificate is forgery resistant and can only be used by the 
certificate holder through authentication (username, password, PIN, biometric, etc) and is protected 
by advanced cryptographic algorithms. All of this also ensures that the certificate is a great tool for 
tracking the integrity of an electronic document. 

• advanced electronic signatures work in exactly the same way as a digital certificate, but the 
certifying authority is a specific organisation endorsed to issue advanced electronic signatures by 
the South African Department of Communications. The have the disadvantages of requiring face-to-
face authentication and having a significant annual cost. But, they have the advantages of being the 
only kind of electronic signature that you can use where the law requires a signature and flipping the 
evidentiary onus so that they are presumed to be the signatory’s signature unless proved otherwise. 

 

Generic electronic signatures, digital signatures, and digital certificates are ordinary electronic signatures 
and are legally similar for our purposes – although generic electronic signatures have the worst reliability 
and digital certificates the best. Advanced electronic signatures are however legally distinct and treated 
very differently by the law. 
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Laws 

Three sets of laws regulate electronic signatures for any given transaction under South African law: 

• the South African common law (Roman Dutch law and past court decisions); 

• the ECT Act (Electronic Communications and Transactions Act 25 of 2002); and 

• legislation specific to that type of transaction. 

ECT Act 

The ECT Act regulates many electronic communications and transactions. It essentially confirms the 
common law positions and states that electronic signatures are valid signatures despite being in 
electronic form. 

The definition in the Act states that an electronic signature must involve two sets of data. Those two sets 
of data must have a relationship where they are “attached to, incorporated in, or logically associated” 
with each other. Finally, the signing person must have had the intention that one of these sets of data be 
their signature. 

In terms of this Act, ‘data’ means electronic representations of information in any form. There are some 
requirements for a data message to meet in order to be an an electronic signature. 

The Act also contemplates a situation where the parties require an electronic signature but they have not 
agreed on which type of electronic signature to use. In this situation the electronic signature requirement 
will be met for a data message if: 

• the electronic signature technology can authenticate the signatory and show that they approved 
the signature; and 

• that the method used must be sufficiently reliable in the circumstances. 

The electronic signature requirement will not be met if the parties have actually agreed to use another 
type of signature for the contract. 

The Act covers another scenario where the parties have not agreed to use an electronic signature. In this 
case an electronic expression of intention has legal force and is valid. So, even if someone successfully 
disputes the electronic signature provided the data messages reflects the parties’ intention to be bound 
the transaction will be valid. 

Role of electronic consent 

An electronic signature will always indicate consent to the transaction. This is because if you intended to 
sign you intended to agree to the transaction. However, electronic consent will not always count as an 
electronic signature. This is because even if you have the intention to consent that doesn’t mean that the 
act of consent is equivalent to an electronic consent. 

If you are entering into transactions where consent is sufficient you don’t need to use an electronic 
signature. For those transactions electronic consent will be sufficient. 
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Application 

Here is a table of how to the law of electronic signatures applies to your transactions: 

Transaction Description Ordinary Advanced Law Notes 

Commercial 
transaction 

Supply of 
goods, 

provision of 
services, or 

lease of 
premises 

Yes Yes Common law 

Except for 
signatures on 
documents 

required by the 
Alienation of 

Land Act, 
offers to 

purchase, and 
sales of 

immovable 
property. 

Company 
admin 

Board 
resolutions, 

shareholders 
agreements 

Yes Yes 
Companies 
Act 2008 

 

Financial 
services 

FAIS 
mandates 

Yes Yes 

Financial 
Advisory and 
Intermediary 
Services Act 
(FAIS) 2002 

 

Credit 
agreements 

Vehicle 
financing, cash 

loans 

Yes, under 
certain 

conditions. 
Yes 

National Credit 
Act 2005 

But, there are 
conditions on 

the use of 
ordinary 

electronic 
signatures: 

they may only 
be used where 

the credit 
provider or 

their personnel 
is in the 

customer's 
physical 

presence. 

Suretyships 

A director 
stands surety 
for the debts 

incurred by the 
company 

No Yes 
General Laws 
Amendment 

Act 1956 

It is not clear 
from the 

wording of the 
provision if a 
signature is 
required for 

the suretyship 
to be valid. 

Best practice 
would be to 

use an 
advanced 
electronic 
signature. 
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Cession 
Transfer of 

personal rights 
Yes Yes Common law 

There are no 
formalities for 

cession 
agreements 
so, you are 
free to use 
electronic 

signatures. 

Debit order 
Debit order 

authorizations 
Yes Yes 

National 
Payments 

System Act 
1998, guiding 
rules are the 

Payment 
Association of 
South Africa 

(PASA) 
Agreement 

Written 
authorisations 
can be in pen, 
ink, electronic 
form, or orally. 

Note that if 
there is an 

intermediary 
body between 
the bank and 
customer they 
may enforce 

their own 
restrictions 

deviating from 
this general 

rule. 

Declaration 

A formal 
statement 

about 
something. 

These are not 
judicial 

declarations. 

Yes Yes Common law 

There are no 
formalities for 
declarations, 
so parties are 

free to use 
electronic 

signatures. But 
some 

declarations in 
terms of other 
Acts e.g. NCA 
may require an 

advanced 
signature (see 

Credit 
Agreements) 

Waiver 

Agreement not 
to enforce a 
right such as 

waiver of 
liability 

Yes Yes Common law 

There are no 
formalities for 
waivers, so 
parties are 
free to use 
electronic 

signatures. 
But, some 

declarations in 
terms of other 
Acts e.g. NCA 
may require an 

advanced 
signature (see 
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Credit 
Agreements) 

Insurance 
Vehicle 

insurance, life 
insurance 

Yes Yes 

Short Term 
Insurance Act 
1998, Long 

Term 
Insurance Act 

1998 

You can use 
an ordinary 
electronic 

signature to 
conclude an 
insurance 

contract. But, 
some credit 
insurance is 
regulated by 

the NCA 
therefore there 
will be further 
requirements 

for the 
electronic 

signature (see 
Credit 

Agreements) 

Pension 
funds 

Employee 
contributions 

into and 
beneficiary 

pay-outs from 
a pension 
scheme 

No Yes 
Pension Funds 

Act 1956 

The wording of 
the provision 

does not make 
it clear if a 
signature is 

required. If you 
are using an 

electronic 
signature the 
best practice 
would be to 

use an 
advanced 
electronic 
signature. 

Copyright 
Assignment of 

copyright 
No Yes 

Copyright Act 
1978 

The wording of 
the provision 

does not make 
it clear if a 
signature is 

required. If you 
are using an 

electronic 
signature the 
best practice 
would be to 

use an 
advanced 
electronic 
signature. 
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Scenarios 

Here are some scenarios to help you understand how to the law of electronic signatures applies to your 
transactions: 

You are selling some old furniture and draw up a contract to govern the relationship between you 
and the buyer. Can you use an electronic signature? If so which kind? 

This is a commercial transaction and you can use an electronic signature. You can use an ordinary 
electronic signature. 

You are a director and required to sign board resolutions. Can these be done electronically? How 
must they be signed? 

Yes, these general company administration documents can be signed electronically. They can be signed 
using an ordinary electronic signature. 

You are a director and decide to stand surety for your company. Can you sign the surety 
agreement electronically? 

It is not clear from the governing law if a signature is required for a surety agreement. Therefore if you are 
using an electronic signature, the best practice is to use an advanced electronic signature. 

You decide to take out some insurance. Can you use an electronic signature for the insurance 
contract? If so, which one? 

Yes, you can use an electronic signature. You can use ordinary electronic signature. But, be careful some 
credit insurance is regulated by the National Consumer Act (NCA) which may require an advanced 
electronic signature. 

You are selling your house can you use an electronic signature? 

No, in terms of the Alienation of Land Act you cannot use an electronic signature (ordinary or advanced) 
for offers to purchase or sales of immovable property. 
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